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HEADQUARTERS
ARMED FORCES OF THE PHILIPPINES CYBER COMMAND
Camp General Emilio Aguinaldo, Quezon City

CYBERSECURITY BULLETIN 2025-10

Warning Against Fake Social Media Accounts Impersonating
AFP Senior Leaders

Overview

Cyber threat actors have been creating fraudulent Facebook pages and other
social media accounts using the names, photos, and ranks of AFP senior leaders.
These fake accounts are being utilized to mislead the public, spread disinformation,
and potentially conduct scams.

Such activities pose a risk not only to the reputation of the AFP but also to the
safety and trust of the Filipino people.

It is strongly advised that AFP personnel to refrain from engaging with,
following, or sharing content from unverified social media accounts claiming affiliation
with AFP senior leaders. All official AFP updates, announcements, and
communications are exclusively disseminated through the verified AFP and AFP
Public Affairs Office channels.

Likewise, following are the official social media pages of the AFP:

Facebook: https://www.facebook.com/armedforcesofthephilippines/
X (Twitter): https://twitter.com/TeamAFP

Threads: https://www.threads.net/@teamafp

Instagram: https://www.instagram.com/teamafp/

YouTube: https://www.youtube.com/armedforcesofthephilippines
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Recommendations

In this regard, AFP personnel are advised of the following measures:

e Report any suspicious or fake accounts to the respective social media platform
pages.

e Refrain from forwarding, liking, or sharing posts from fraudulent accounts.

e Stay vigilant and verify the authenticity of all online information before
engagement.

Conclusion
The AFP holds to its commitment to transparency, integrity, and safeguarding

the Filipino people against online misinformation and scams. The cooperation of AFP
personnel is vital in ensuring that our digital spaces remain trustworthy and secure.

#08
A
g == AFP Core Values: Honor, Service, Patriotism
(Y &



	Overview

